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Executive Summary

This deliverable describes the work associated with the integration of the SMESEC Framework in the
Pilot III “Industrial Services” at M24. The report is based in the deliverable D4.5 provided at M18. Here,
we build on top of this initial document the following iterations done in the project, both from a technical
and an awareness point of views. Together with the updates implemented in the system, we report the
work done in the awareness and training area to cover the needs of the employees identified at the
beginning of SMESEC.

Additionally, we also report the pilot status and next steps to be done in the project with the SMESEC
Framework and how the initial objectives of the use case are fulfilled. We also describe the business
development and the impact SMESEC has in the IoT area, as business improvement is a topic for the
project as critical as the technical development.

Finally, this document describes in detail the specifics of the Pilot 111 use case: scenarios, the update of
requirements, testing, the impact of SMESEC in the use case, and other minor aspects.

In summary, this document overviews the current status of the “Industrial Services” pilot. The work
described here will be continued in WP5 for further testing, analysis, and improvement using the
enhancements done incrementally in SMESEC during the third year and taking advantage of the large
testing and feedback provided by the open call activity.

Document name:

D4.6 Final integration report on Industrial Services SME pilot Page: 7 of 40

Reference: D4.6

Dissemination: PU Version: | 1.1 Status: Final




J) SMESEC

1 Infroduction

1.1 Purpose of the document

This is the second deliverable of WP4 related to the “Industrial Services” pilot. The role of this WP in
the project is to adapt the SMESEC security framework prototype to the different pilots proposed in the
grant agreement.

Specifically, D4.6 provides an in-depth description of the integration of SMESEC in the use case at
M24, the impact at the organization level (Worldsensing), the cybersecurity training and awareness
performed in the scope of the project, fulfilment of objectives as described in the first year and the next
steps, which will be followed in WP5.

Specifically, D4.6 provides tangible proofs that the SMESEC tools are effectively working on top of the
Worldsensing’s infrastructure, enriching the business proposition of the core product of the company.
Besides, it is shown how the nascent cybersecurity awareness rising within Worldsensing is being
consolidated slowly but surely.

1.2 Relation to other project work

As described before, this document covers the advanced efforts carried out to integrate the SMESEC
security framework into the “Industrial Services” pilot. The work described here will be used for other
deliverables and Work Packages such as:

D5.1 testing of the scenarios for validation

D5.2: specification of the integrated products, services and specific test in the use case

D5.3: execution of trials in the use case

WP6: the results of this deliverable will be used for enriching the exploitation and dissemination

activities
For a better understanding of this document, it is also absolutely recommendable reading D2.1, which
provides the rationale behind the main list of the pilot’s requirements and D4.5 that provides a first
introduction to the pilot’s motivations and rationale.

1.3 Structure of the document

This document is structured in 6 major chapters:
Chapter 1 presents an introduction to the deliverable’s motivation.
Chapter 2 updates and reviews the requirements and needs identified in the second year.

Chapter 3 presents characteristics of the use case: update of the architecture, description of the
scenarios, and the impact of SMESEC in the use case from a technical and business point of view.

Chapter 4 presents the technical integration of SMESEC tools in the use case, updated from the last
version presented in M18.
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Chapter 5 describes the cybersecurity awareness and training plan used in the use case.

Chapter 6 summarizes the conclusions at M24 of the integration status of the SMESEC platform in the

use case.
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2 Requirements and needs: from planning to
action

The list with the general requirements of the deployed technology at the pilot venue was initially
presented in the deliverables D2.1 and D4.5. Since then, both the functional and security requirements
have hardly changed, except for minor adjustments in the Cloud domain directly linked to the normal
progress of Loadsensing product. However, a new set of requirements labelled as “testing and feedback”
has been identified as crucial. Actually, the real added value of the pilot for Worldsensing consists of
providing a full picture of how the system behaves once the security layer is running. These requirements
are listed in Table 3, and they should materialize in internal documentation to be used in future
deployment experiences and similar projects.

Domain Description Requirements

Low-power devices

Robust design

IoT devices Sensors and dataloggers
RoHS compliant

Inclination measurements (2-axis)

Stable internet connection

Bridge to transfer sensors' data to the | Adequate physical location
Cloud POE system (57V)

Gateways

Waterproof protection

Centralization server

Linux Server (Ubuntu 16)
8GB of RAM
500 GB hard drive

SSH to the gateways

Cloud Data processing and user interface | Data storage capability

Visualization server

Linux Server (Ubuntu 16)
8GB of RAM

500 GB hard drive

User friendly interface

Table 1. Summary of functional requirements of Pilot 111 (Industrial Services)
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Domain Requirement Rationale
. Integrity of data to be guaranteed.
loT devices Eer::rllja;?tced physical Easy manipulation of the devices is highly likely.
y No administration rights on the system (SW).
Attack scalability The successful attack to one device should not be replicable
(mitigation) to others.
Enhanced physical The device should not be easily accessible to avoid
security unauthorized handling.
Gateways
Segmented and Packages reaching the gateway to be filtered
protected network g gtheg y '
Remote access Reaching the gateway through shell should be only possible
through VPN or an equivalent technology.
Servers hardening Apply highly restrictive protocols since the communications
are well bounded advisable.
Vulnerability Penetrations tests should reveal the real status of the server
assessment in relation with security once the pilot is running.
Enhanced web app Errors such as Cross Site Scripting, Injections and Broken
security Authentication to be early detected. OWASP recommended
Cloud Segmented and . .
orotected network Packages reaching the server to be filtered.
Traffic labelled as malicious should be redirected to a
Sandbox systems o '
sandbox system for later monitoring and analysis.
The human behaviour in organizations is a rich source of
User awareness plan security threats. Users involved in the pilot should have
some basic security knowledge to minimize risks.
Table 2. Summary of security requirements of Pilot 111 (Industrial Services)
Domain Requirement Rationale
. Easiness assessment of the generated data collection.
Data gathering o
Export feasibility.
- Feedback of the overall impression created by the
. Usability
Client end-user.
Infrastructure Specific feedback from the infrastructure manager.
management

Security management

Specific feedback from the security manager.

Integration

Feedback of the security tool integration experience.

SMESEC partners

Documentation

Assessment of the pilot documentation.

Security assessment

Assessment of the Loadsensing maturity level.

Testing
Environment

Uptime / downtime

Evaluation of the system availability.

Remote access

Evaluation of the external access to the network
infrastructure.

Lessons learnt

Identification of general problems identified by third
parties involved in the pilot.

Table 3. Summary of “testing and feedback” requirements of Pilot 111 (Industrial Services)
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3 Scenarios and usability

3.1 Updates and enhancement

The preliminary deployment of the pilots’ elements was already completed at M18, as explained in
D4.5. Since then, the pilot has evolved to both meet the requirements of the stadium operator and adopt
the new functionalities of the SMESEC solution.

As regards the first point, the need for a more ambitious Loadsensing deployment has been identified as
a priority to monitor the entire infrastructure. Quoting the first feedback from the end-user: “Visibility
over the whole infrastructure* would be highly valuable since sensors deployed in one side of the
stadium do not leave any chance to induce what is the status of the other one ”. This has resulted in a
scaling-up of the installed physical 10T nodes in the stadium (Fig.1). Besides, the user interface layer of
the system has been revised to respond the following specific concern: “It would be nice to have a more
user-friendly front-end to visualize the data instead of just having the raw information from the sensors”
(Annex I).

The SMESEC implementation has also risen the awareness of the numerous cybersecurity risks in
Worldsensing. This has resulted in the adoption of new monitoring tools and development strategies
beyond the mere security framework, purposely all of them intended for hardening the entire pilot
infrastructure.

W NEW.

| ‘PROPOSAL
LN\ \\\ x :‘l

_

v _a Y 4 ¥,

- » - A’
Figure 1. General view of the stadium:

10T deployment enlargement

On the other hand, the main updates directly linked to the SMESEC framework have focused on the
effective interconnection between the security tools (i.e. antivirus logs sent to XL-SIEM) and the
development of business rules necessary to deal with the alerts coming from the solutions when attacks
and malfunctions in the IT domain occur.

L Visibility is here defined as the monitoring capability of the entire infrastructure.
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The details of the changes implemented from M18 to M24 and the current status of the pilot are provided
in the following sections of this deliverable.

3.2 Architecture

The upgrade of the pilot elements outlined in the former section is reflected in some minor changes of
the end-to-end solution architecture. Despite the fundamentals remains the same compared to the
presented one in the deliverable D4.5, there are slight differences which are commented on below.

3.2.1 Physical Architecture

To attain the requested upgrade of services, the physical architecture (Io0T nodes) has been doubled,
moving from 5 dataloggers and a single gateway, to 10 dataloggers and two gateways (Fig.2). This new
deployment is intended to increase the quality of service (improved granular data acquisition capability),
but also to ease the validation of some of the SMESEC specific functionalities. In particular, each one
of the gateways implements two different firmware instances to thus assess the effective Anti-ROP
protection capabilities.

[-.\ \ [— *\ [_j M e ployrend
SENSORS Y GATEWAYS Y j . Presious Deployment

‘.\l\I “.\l'\l -:.l"\l '—?\I QI".I _l_f'f; Closd Frvaroname it
£ .

» X X ¥
Figure 2. Physical architecture of the pilot

3.2.2 Functional Architecture

The pilot instance running at M18 was basically an exchange point for the end-user to get data coming
from the sensors (Layers 0 and 1 in Fig, 3), while security tools were running in background processes.

@ A & |-

Enhanced

Business User functionalities

; Configuration Alerts -
Intelligence Experience

LAYER 1:

Basic configuration and extraction user interface. Initial
functionalities

LAYER 0:
RAW DATA Obtention
Figure 3. Functional architecture of the pilot
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Since then, the pilot infrastructure has been enriched by adding a third layer (Layer 2), which provides
the enhanced functionalities envisaged in the pilot conception stage. Basically, the user becomes an
active asset in the protection of the infrastructure by managing security alarms and receiving update
information of the three domains (loT, gateway and cloud). Actually, this new layer enables the
scenarios of the SMESEC framework tests within the Worldsensing’s infrastructure, as discussed in the
next section.

3.3 Scenarios of SMESEC

The architecture developed for Pilot Il is versatile enough to be easily adapted to many different
applications and business verticals. In this sense, the final scenarios where the Loadsensing elements
join the SMESEC framework suite can be translated to cover all those verticals demanding secure
Operational Intelligence capabilities. Without seeking to be exhaustive, such a Loadsensing deployment
is directly applicable in (i) the construction industry, (ii) mining and (iii) industrial monitoring processes,
as clearly stated in the deliverable D4.5. According to these general remarks and independently of the
specific business vertical, two different cases of application are identified at the moment.

3.3.1 Case 1: Infrastructure operator
From a practical viewpoint, Industrial 10T systems are commonly used by individuals with diverse
profiles but generally a poor experience in cybersecurity area. They are usually infrastructure operators
focusing on the OT dimension but without a genuine interest in IT. Hence, in this case, the system (pilot)
is data oriented and only critical cybersecurity alarms are displayed, suggesting simple mitigation
actions when incidences and attacks occur.

Natwork Metrics

Wt ol oo Thermagazet ) Facat Laes Nase Linw Lateney ey Daswemizten

476 ms 0.0013 Ah

13525-Tilt-AxisA

[

-0.422684

Figure 4. Data frontend view with structural information from the stadium

3.3.2 Case 2: Infrastructure and security manager

The preventive maintenance of any infrastructure makes necessary the active management of the OT
domain without disregarding the IT-related information. This is particularly important if distributed
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pieces of hardware and software coexist, and the communication is conducted through multiple methods
and protocols.

IT Layer

Q. H

Anti-Virus P SIEM Security
Information Locations Insights Suggestions

i ©

Business User

Configuration

Intelligence Experience

Figure 5. Pilot 111 (Industrial Services): IT and OT layers main items

In this case, the specialist user has full access to both the OT and IT domain through a unified tool to
thus conduct comprehensive check-ups of the infrastructure status at any time. Besides, the system
aggregates heterogeneous logs which are automatically processed by applying predefined business rules
that automatically raise alarms and delivers contingency recommendations if an incident in one of the
two domains is detected. This latest functionality is a strong point of the SMESEC framework since the
inputs of different security solutions are correlated providing meaningful information to the end-user
and a higher level of control of the whole infrastructure.

3.4 Impact of SMESEC in the use case

SMESEC has brought a significant improvement in the cybersecurity field, not only due to the adoption
of some tools but thanks to the experience gained in the first two years of the project participation at
company level. The main outputs achieved so far are described below.

3.4.1 Asset Inventory

An asset inventory is essential to keep control of any deployed infrastructure. Worldsensing has adopted
the practice of collecting the information from the physical infrastructure deployed worldwide, which
can be easily used in the event of a cybersecurity incident to thus restrict the potential and undesired
derivative impact. Both a database and diagrams of the pilot’s assets are available at the moment for
Pilot I11.
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Figure 6. Pilot Asset Inventory: graphical representation
Device |§  Deployment ID g Devicein  |§d model |§ Status |§d

Kerlink Gateway WS Deployment 20040 LoRa leT Station Deployed
Kerlink Gateway Secure Deployment 14112 LoRa loT Station Sent
Wirgless Titmeter WS Deployment 13525 L5-GE-INC15 Deployed
Wireless Titmeter WS Deployment 13592 L3-GEINC1S Deployed
Wirgless Titmeter WS Deployment 13629 L5-GB-INC13 Deployed
Wireless Titmeter WS Deployment 13885 L5-GE-INC15 Deployed
Wireless Titmeter WS Deployment 13937 L3-GEINC13 Deployed
Wirgless Titmeter Secure Deploymant 15087 L5-GE-INC15 Sent
Wireless Titmeter Secure Deployment 18047 L5-GE-INC15 Sent
Wireless Titmeter Secure Deployment 15081 L5-GE-INC15 Sent
Wireless Titmeter Secure Deployment 15154 L5-G8-INC15 Sent
Wireless Titmeter Secure Deployment 19187 L5-G8-INC15 Sent
Macallan Sever WS Deployment 5.79.24 225 Linux Server Deployed
Grafana Server WS Deployment 162.13.144.202 Linux Server Deployed

Figure 7. Pilot Asset Inventory: detailed information

3.4.2 Threat Modelling and Analysis

Once the assets infrastructure is fully understood and controlled by Worldsensing, the next step towards
a secured system is to conduct a risk analysis. This is crucial to adopt safeguards seeking to minimize
the most critical ones. In this sense, Worldsensing has implemented a detailed analysis considering the
SMESEC tools security coverage as well as the new practices adopted by the company since the
beginning of SMESEC.

Fortunately, the impact of the security countermeasures running at pilot level keeps the overall risk at
low (Fig.8), and those concrete scenarios labelled as high or extreme have obtained the proper treatment

(Fig.9).
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Figure 8. Risk Assessment of Assets in Pilot I11: severity overview
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Figure 9. Risk Assessment of Assets in Pilot I11: mitigation actions against critical risks

3.4.3 Monitoring (end-systems)

As a result of the risk analysis presented in the former section, it was concluded that high-risk assets can
be correctly managed only through close monitoring of the pilot infrastructure as a whole. In this context,
Worldsensing has deployed daemons in the servers that are constantly sending information to a
centralized system with the aim to understand the global pilot status at any moment.
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Figure 10. Monitoring tool: front-end server at Pilot 111 status
3.5 Business impact
No significant changes in the expected business impact already presented in the deliverable D4.5
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4 Technical integration of SMESEC

4.1 Integration of SMESEC in the use case

The use case tested at Pilot 111 was initially conceived to incorporate at least one SMESEC tool in each
of the Loadsensing domains. This approach aimed to validate the value proposition of the project in an
end-to-end commercial 10T solution. Nevertheless, effective efforts have concentrated on the upper-
edge part of the pilot architecture (gateway and cloud) after taking into account the risk analysis results
(Chapter 3) and the nature of the different SMESEC solutions. Table 4 shows the list of the tools adopted
in the pilot and the main contributions to the enriched Loadsensing functionalities, as well as the current
integration status.

Pilot 111: adopted tools
Tools Provider / partner Purpose Status
TaaS EGM Integrity checking of the infrastructure (LoRa) Running
Anti-ROP IBM Passive protection of GWs Running
NetScaler CITRIX Network traffic flow monitoring Planned
XL-SIEM ATOS Events log management and anomaly detection Running
GravityZone Bitdefender Antivirus and security logs generator at the cloud | Running
Honeypot FORTH Emulate pilot elements for attacks detection Running (lab)
CYSEC FHNW Awareness and Training Planned

Table 4. Adopted tools in the Pilot 111 (Industrial Services)

The breakdown of the pilot’s threats against the expected protection coverage offered by the adopted
solutions is shown below. Most of the identified challenges are significantly mitigated with the present
pilot configuration.

Threats Frotection
IDENTIFIED ASSET PROBABILITY XVL<5(EM An.b-ROP Gravity Zone NeQ‘ScnIev Honeypot TasaS
(ATOS) (BM) (Bidefender) (Citrix) (FORTH) (EGM)
Kenen Galeway (WS) DOS (Denal of Servie]
Kernek Galeway (WS) MAMI (Man 0 e Mdde| X
Kerfink Galesay (WS) Coae injecbon | 3 ] i
Kernk Gateway (WS) Brute force against authentcation o X | | X
Kanink Galeway (Seture) DOS [Denal of Service] J X { X
Kefink Galeway (Secure) MMI [Man n e Wddke| X
Kerik Galesay {Secure) Code injection LOWS x |
Kerink Galeway (Secure) Brute force agains: authenti ation - x X
Wrokess Tikmeter Equipments robbary :
Wreless Tilmeter DOS [Denis of Service) LOwW X
Vireless Titmeter ML [Man n the Middi| LOow X
Viveless Tikmeter Adminstration emrors
Gatesay Internet Connection Service Down
Gatleway Internet Connechon Trathe sy
Galesay Internet Connection AQTINSININ rors | |
Macatan Sever Brute force against authenbcabon X | { x 1 x | X
Macatan Sever Code injecbon
Macaian Sever DOS [Denidt of Service) X x X
Macadan Sever Unpatened OS or apphcations X X x
Gratana Sesver Cooe imyechon X X X X
Gratana Server Cross ste scriptng
Gratana Server DOS Den of Service) X X X

Gratana Saner Unpalthed OS o appications

Figure 11. Pilot’s threats coverage by the adopted SMESEC solutions
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If one goes into detail of Figure 10, it can be seen that the protection level offered by Net Scaler overlaps
with that of Gravity Zone and the Honeypot (Fig.12). Thus, and with the aim to be effective, at this stage
only the exploratory actions to integrate CITRIX’solution have been completed, while the effective
installation within the pilot architecture will be done after M24. In fact, this tool can be considered in
our case as a redundancy protection technology of the other two (antivirus and honeypot).
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Figure 12. Overlap of Net Scaler functionalities with Gravity Zone and Honeypot

At this stage of the pilot development, the SMESEC tools have merged the Loadsensing architecture in
a harmonious combination without interfering the Industrial services functionalities (Fig.13).

PHISICAL LINK CLOUD PEOPLE
First
wployment &8 XN \j5uAUZATION Qe o
Depdayment
a g}? v— .’!. _ Server AR
i ——
f?f Gateway
) 2 — &
et 4
Second
Deployment f§ Honeypet / Router \ e
h !. XN ) TRALIZATION ADMIN
Py Cami— :!“m c— — User
- 002 0=
GENERATE CENTRALIZE PROCCESS CONSUME
Figure 13. Information flow at the pilot’s domains
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For each of the pilot’s domains, at least one solution provided by the project partners has been adopted.
It should be pointed out that the sensor layer has been modelled by the testing service offered by EGM,
shedding light on potential vulnerabilities of the data loggers. This is a key point to define a path of
continuous improvement of the existing technology in Worldsensing’s internal technology roadmap. On
the other hand, the CYSEC tool offered by FHNW is, in fact, a three-domain contributor, since it raises
the cybersecurity awareness from a global perspective. The CYSEC tool is used in the context of the
use case, being available at the cloud and accessible through the SMESEC framework frontend. The
network administrator has access to CYSEC, does cybersecurity self-assessment, sees the
recommendations (in the specific area based on the priorities), and communicates with the relevant staff
in the company. Since the solution provides holistic SME-specific training and awareness content
(cloud-based or on-premise) for do-it-yourself cybersecurity assessment and capability improvement, it
can integrate into the work process to improve the SME solution.
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Figure 14. Matching between SMESEC tools and Pilot 111 domains

4.2 Analysis and evaluation of SMESEC

In the following lines, a more detailed analysis of the integration of SMESEC in Loadsensing is given.
The work done with the different tools and the framework as a whole is reviewed to provide a
comprehensive and full picture of the attained results at the moment.

4.2.1 Testas a Service [TaaS]

EGM TaaS is an online testing solution where users can setup their System Under Test (SUT)
configuration and launch test execution without any manual installation on the machine itself. End users
can define the configuration through a web application and select which test cases should run.
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TaaS will then produce readable reports in the web interface containing statistics, reports about test
failures, and other useful information. It is based on Travern Tool? for the generation of test cases and
the platform allows to perform multiple types of test, for instance: API testing and Lora testing.

In the case of the LoRa testing, relevant service for Pilot 111, the TaaS is designed to play the role of the
Network Server and Application Server while interacting with an end device. As shown in Figure 15,
the end device is running the LoRaWAN Implementation Under Test (IUT) and the user must provide
a compliant LoORA gateway running a packet forwarder.

Figure 15. LoRaWAN test set-up

From a practical point of view, as the TaaS is a web service, Worldsensing does not need any
implementation or integration of the tool in the pilot infrastructure, but only connect a gateway to EGM
LoRa Server. The user needs then to navigate to the “LoRa Testing” section in the TaaS GUI. An
instruction page shows up providing a brief explanation for the different LoRa connection types. The
user needs to choose the appropriate one based on the selected LoRa implementation, ABP in the case
of Worldsensing.

Figure 16 LoRa testing configuration page (ABP)

2 https://taverntesting.github.io/
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Figure 16 shows the Lora configuration webpage: the user needs to provide the appropriate information
related to the device based on the effective connection type (i.e, Device Appkey and DevEUI for ABP
connection).

4.2.2 Return-Oriented Programming Blocker [Anti-ROP]

Anti-ROP integration in the gateway was already completed at M18. Lab tests demonstrated that this
endpoint device could be effectively protected against ROP and memory corruption attacks. Further
details were given in the deliverable D4.5.

Since then, a second gateway has been prepared with the IBM technology and sent to Patras (Greece)
to duplicate the pilot infrastructure. This should enable the validation of Anti-ROP capabilities in a real
environment during the test campaign (WP5) by running the same proofs successfully completed in
Haifa (Israel) a few months ago.

4.2.1 System Information and Events Manager [ XL-SIEM]

The XL-SIEM in the Pilot I1l was envisaged as a log gatherer, processor and analyzer of the main
cybersecurity events occurring at the Loadsensing infrastructure. With the help of a set of automatic
alarms, incidences are early detected to facilitate infrastructure management and later processing and
analysis. Apart from the first deployment already presented in the deliverable D4.5, at M24 the
connection between the tool and the Gravity Zone has been stabilized as well as the reporting capabilities
of the tool. Further details are given in the next sections.

4.2.2 Malware Prevention System [Gravity Zone]

Gravity Zone integration in the pilot was already completed at M18, as explained in the deliverable
D4.5. Since then, some functional tests have been conducted to validate continuous and stable operation.
Generated logs are now automatically sent to the XL-SIEM through a dedicated agent installed in
Worldsensing’s cloud infrastructure, as shown in Figure 17.

- End User Bit Defender ATOS ATOS SIEM
System Server Agent Server Front End

i =- E % %’ % Sl

1. Malware is 2. 8it Defender dotects 3. Central server 4. ATOS agent 5. ATOS server collects 6. All the insights

launched within the the throat and sends communicates to centralizes all the the info from the are displayed in an
end user system the information to ATOS agent by syslog information and sends  agent, process it and user-friendly front

central server, 11 10 the central servet creates the visuaks nd

—

Figure 17. Loadsensing, Gravity Zone and XL-SIEM integration scheme
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4.2.3 NetScaler

As explained in the deliverable D4.5, NetScaler solution has been tested in a separated machine installed
on Worldsensing’s premises. On the other hand, CITRIX has adapted the installation supporting
documentation so that the solution can be easily installed in Google Cloud infrastructure when needed.
Initially, the installation guide was intended for AWS only. Full deployment of the solution will be
completed beyond M24.

4.2.4 Honeypot

A honeypot is a device that pretends being vulnerable to different types of attacks. It is used as a lure
for both internal and external malicious actors to thus early identify potential attacks. This functionality
is interesting enough for Pilot 111, and consequently, it has been adopted in the second release of the use
case. In particular, the honeypot emulates the gateway of the Loadsensing architecture. To accomplish
this, a modified version of a cowrie® honeypot emulates the services running in the real gateway.

pEEWC:33819 pI@ NT-Gate

p1aI0T-GateWay

Figure 18. Honeypot emulation of 10T services (screenshot)

If any attacker attempts to connect/compromise the “emulated honeypot gateway”, the infrastructure
manager is immediately notified of the event, and the system logs all the interactions between the
honeypot and the malicious actor and send them to the XL-SIEM.

The honeypot logs include all the connection details, the complete shell interaction of the attacker and
any downloaded binaries from the emulated environment. To that end, the well-known network scanner,
Nmap*, useful to map the replicated services, runs in the honeypot, which after all may result as a key
element to divert attacks from the real gateway.
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4.2.5 SMESEC Extensions [Recommendation Engine]
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Figure 19. Honeypot architecture and integration within SMESEC architecture

The SMESEC framework is expected to be more than just the sum of different security solutions. On
the contrary, the final architecture of the whole system (Fig.20) has several modules to correlate
heterogeneous data inputs and to ease the management of the SMEs assets. Providing fine details about
them are out of the scope of this document and they will be explained elsewhere [WP3].
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Figure 20. Honeypot architecture and integration within SMESEC architecture

In particular and regarding Pilot 111, a key element is the so-called alert and recommendation engine.
This module ingests data coming from different SMESEC security solutions and correlates them by
applying pre-defined business rules that rise alerts and recommendations to the end user. At this
moment, the system is ready for the practical use and preliminary proofs are running at lab level.
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4.2.6 SMESEC Awareness Tool [CYSEC]

Some Worldsensing selected employees have been subject to the CYSEC test, specifically designed to
identify the strengths and weaknesses in cybersecurity at company level. The outputs will be used to
determine the level of match between Worldsensing internal policies and the standard practices in the

sector.

Where is your company located?

Figure 22. CYSEC tool: screenshot of one of the filled forms

Figure 21. SMESEC Recommendation Engine. General architecture
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4.3 Testing and feedback provided

From M18 to M24, the main tests performed have concentrated on demonstrating the functionality of
each one of the modules outlined in the former section. It should be pointed out that SMESEC
framework tests will be conducted in the frame of WP5, and here only the operational validation of the
different tools has been searched. In the following lines, a detailed description of the work done so far
per security solution is presented.

The general impression that comes out of this activity is that the pilot is ready for the systematic pilot
campaign running from M24 on.

4.3.1 Testas a Service [TaaS]

As mentioned in a previous section, the user needs to introduce the configuration of the device on the
TaaS GUI. The TaaS generates a report about failures based on the described test cases: Join Request,
Confirmed packets, unconfirmed uplink, Ping Pong.

Figure 23 shows an example of the first generated reports in the case of “LoRa testing”. Results to date
are encouraging.

Test Case Verdict Observations
Join Request PASS ABP
Confirmed packets PASS ABP
Unconfirmed uphnk PASS ABP
Ping Pong PASS ABP

Figure 23. TaaS report on LoRa

4.3.2 Retur-Oriented Programming Blocker [Anti-ROP]
No additional tests to those reported in the deliverable D4.5.

4.3.3 System Information and Events Manager [ XL-SIEM]
Worldsensing infrastructure was already reporting events to the XL-SIEM at M18. Logs generated by
Gravity Zone have been acquired for last six months with the aim to validate both the system and the
connection stability. Results to date are encouraging.
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Figure 24. XL-SIEM frontend. General indicators of Pilot I11

4.3.4 Malware Prevention System [Gravity Zone]
Worldsensing infrastructure (cloud and some selected computers) have been monitored by Gravity Zone
for roughly one year now. Apart from the expected functionalities that allows protecting the pilot servers
in an efficient way, the tool also provides aggregated figures of the attacks and incidences attempts that

have occurred in the period. This later information can be useful to rethink internal security policies in
Worldsensing.

R e L T

Figure 25. Gravity Zone. Overall figures of the monitored infrastructure

Figure 26. Gravity Zone. Malware detection and deletion

Nevertheless, the main efforts have concentrated on the effective interconnection between Gravity Zone
and XL-SIEM. At the time of this writing, logs generated by the antivirus automatically arrive in the

tool, generating a rich database useful for raise alarms in real time and if necessary, perform forensic
analysis in case that an attack occurs.
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Figure 27. Gravity Zone and XL-SIEM integration. (Up) General logs repository. (Down) Detailed
information of one of the security events.

4.3.5 NetScaler
Not applicable

4.3.6 Honeypot

At present, FORTH has set up a test environment similar to that of the Pilot 111 and performed various
attacks originating from (i) the same and (ii) an external network. It was verified that these attacks were
logged in the EWIS backend databases, as it is depicted in Figure 28. FORTH also made sure that the
honeypot implementation is plug-and-play for easier integration with the rest of the pilot elements and
it reinitializes correctly upon reboot.
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Figure 28. Database with log interaction towards the honeypot

Figure 29. Successful attack example from 1OT-Honeypot

In Figure 28, we can see a sample of the logs stored in the EWIS database: the auth table displays all
the connection attempts towards the honeypot successful or not, and in the input table we can see all the
commands executed inside the honeypot by successful attackers.

Figure 29 shows an example of a successful attack and get a glimpse of what the attacker sees when she
successfully connects to the honeypot. The honeypot console appears like a real 10T-GW console
tricking the attacker into believing they have compromised the production gateway.
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4.3.7 SMESEC Extensions [Recommendation Engine]

Preliminary tests at lab level operated only through console commands have been completed to validate
the functionality of the first set of business rules. At the moment, the system functionality is quite limited
and just proof-of-concept alarms have been successfully implemented, such as the detection of an
anomalous IP address attempting to access the Pilot cloud or a disproportionate use of CPU resources.

Further details about SMESEC Extensions are given in WP3 deliverables.

4.3.8 SMESEC Awareness Tool [CYSEC]

Finally, and as stated in former sections, CYSEC questionnaires have been filled by some Worldsensing
employees. FHNW is expected to provide the full analysis of the results in the coming days at the time

of this writing. Preliminary results show however the following findings:

e The self-assessment questionnaires (CYSEC coaches) and produced recommendations need to

be presented in an easy-to-understand way;

e The assessment questionnaires and recommendations need to be adapted to the use case

partner’s needs;
e User privacy perception should be satisfied to improve the tool adoption intention.

Figure 30. CYSEC: screenshot of the questionnaires
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5 Cybersecurity awareness and fraining

5.1 Training and awareness

As stated in D4.5, up to 70% of the external attacks in organizations are directly or indirectly employee-
made situations. This means that the human factor is the weakest link of the cybersecurity chain, and
therefore, the continuous training and awareness campaigns to the employees is a necessary good
practice in any company. In this sense, well-designed security awareness programs contribute to an
adequate level of cybersecurity knowledge of the staff and instill accountability principles within
organizations.

Alongside the implementation of SMESEC, Worldsensing is moving from a start-up with a high appetite
for risk to a consolidated company with defined internal processes. In this path, a dedicated Security
Awareness Plan beyond the pilot was envisaged at the beginning of SMESEC, made up of small and
delimited projects grouped in three different areas:

Classification of employees to conduct specific training actions;
Improving cybersecurity by covering critical aspects of the different phases of the security cycle
(attacks). Alignment of the internal processes to the demanding legal general framework (i.e.
GDPR and NIST directive), and;

Feedback analysis and continuous improvement of the ongoing actions.

As far as the grouping of employees goes, Worldsensing has first targeted those profiles and roles with
special training requirements due to their potential criticality (Table 4), while the rest are continuously
subject to a generic training program described down below (Table 5).

Training and awareness plan: targeted employees

Group

Objective / Rationale

C-Level

Sensitization of cybersecurity importance. Internal project prioritization

Department managers

Cascade effect. Genera awareness. Risk assessment (compliance)

Privileged users

Specific needs due to the sensitive data they handle (i.e. IT, HR)

Engineering Dpt

Security by default principles: good practices during development

Legal Dpt (i.e. DPO)

Alignment of policies and processes with the legal framework

Third Parties

Information of the security policies and standards within WS

Table 5. Training and awareness plan: targeted employees

Training and awareness plan: general sessions

Session

Objective / Rationale

On-boarding

Kick-off during the first days in the company. General cybersecurity
principles presented

Periodic

Topic-oriented sessions. Continuous training approach

Post-incident

Special events to discuss about lessons-learnt and next actions to be
implemented

Table 6. Training and awareness plan: general training sessions at Worldsensing
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From M18 to M24, the training actions addressed to all employees has become more systematic, actively
involving different departments. In fact, at this point, several activities are running in parallel, such as a
fast and well-established on-boarding sessions addressed to the new personnel, topic-oriented seminars
opened to all employees (i.e. GDPR workshop led by external advisors), and targeted recommendations
campaigns after specific incidences (i.e. notebook theft outside Worldsensing’s offices). On the other
hand, the endeavor of the Cybersecurity Manager of the company, Mr. Olmo Rayon, to make key
managers aware of developing tools to effectively respond to potential attacks during their different
phases (prevention, detection and response) has borne fruit in the form of new policies and processes
that are duly followed at company level.

Regarding the technical measures specifically designed for increasing the security level of the whole
company, it is noteworthy to say that all of them, which had already been outlined at M18 (D4.5),
continue to evolve. In fact, with the aim to build up a robust ISMS capable of minimizing risk and ensure
business continuity in the event of a security breach, these measures are envisaged for a slow but
progressive implementation still far from complete (Table 6). Nevertheless, and despite some of them
are slightly delayed with respect to the initial time schedule, such as the phishing campaign, the overall
result is fairly positive. Actually, in less than two years, Worldsensing has implemented a system
sufficient to be certified to ISO27001. In this sense, the certification renewal is scheduled in September
2019, when most of the weaknesses detected by auditors are expected to be corrected. All in all, we can
without a shadow of doubt say that SMESEC has acted as catalyst agent for change in Worldsensing,
raising interest and awareness of cybersecurity among the employees.

Training and awareness plan: technical measures
Measure Objective / Rationale Status at M24
.. Procedures to respond to specific scenarios. Alignment with 1ISO27001
Policies - Completed.
requirements
MFA Double authentication through mobile phone in some systems Completed
Phishing Simulation of a phishing campaign and analysis of the results Pending
Social engineering Slmu!atlon of at_tacks usually done through apparently harmless Pending
questions. Analysis of the results
Mobile devices Proper monitoring of mobile devices with company data Completed
Backups Regular backups of the company's assets Completed
Remote working Measures to keep remote working compatible with security principles Pending
Antivirus Adoptlon_ c_)f an endpoint antivirus s_oftware. Training to understand Completed
those notifications the software provides
Passwords Adoption of a password manager (LastPass). Training. Completed
. . . L Partially
GDPR Introduction of privacy by design principles at company level achieved
Audit of commercial products Completed

Table 7. Training and awareness plan: technical measures implemented at WS with associated training
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6 Conclusions

6.1 Final analysis and next steps

The “Industrial Services” pilot was initially conceived by Worldsensing as a proof-of-concept use case
to validate the feasibility of adding cybersecurity capabilities to a standard 10T deployment without
jeopardizing the key features demanded by the market, such as easy use and affordability of the loT
systems. Based on Worldsensing’s previous experience, a real infrastructure was selected to complete
and assess a real deployment of Loadsensing proprietary technology actively protected by the SMESEC
framework.

In this way and adopting an eminently practical approach, the project outputs can be tested in different
real scenarios, facing the same daily problems of any other Worldsensing infrastructure and simulating
new ones (WP5). This will be extremely useful to gain meaningful and multifaceted insight into the
potential overhead derived from adopting the SMESEC tools.

Having said that, it can be asserted that the pilot has allowed fulfilling the expected results, responding
to the initial requirements except those initially targeted to the IoT domain since they are not specifically
covered by SMESEC solutions. At the time of this writing, the selected SMESEC tools have been
adopted within the Loadsensing architecture and they are ready to be tested in the frame of WP5. In
fact, the challenge ahead us is to validate that the framework can work in an orchestrated way providing
a clear added value to the current commercial solution.

6.2 Fulfillment of objectives

The main objective of the Pilot Il was the practical implementation of the SMESEC framework in
industrial 10T systems, addressing the defiance of adapting a generic security solution to the specificities
of this market niche. Two of the three domains (gateway and cloud) of the Loadsensing architecture
have been secured through the adoption of specific tools, providing meaningful inputs to the
infrastructure operators, who are typically poorly trained in the cybersecurity field.

Besides, the SMESEC framework actively correlates different events inputs to raise IT alarms that
complement the OT warnings that are already gathered by the Loadsensing system. Despite this last
function is still at the development stage and further work is necessary to achieve the desired level
required in the production stage, the first tests have shown promising results, which will need to be
confirmed in the frame of WP5 activity.

6.3 Future outcomes and business development

SMESEC is the first project within Worldsensing that delivers a clear added value in the cybersecurity
field. loT technologies have usually overlooked this aspect, and this unique opportunity to enrich our
products with a flexible security framework was early identified as a business opportunity already in the
proposal phase.
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For Worldsensing, the business development proposition linked to SMESEC is twofold. On the one
hand, the whole Loadsensing infrastructure will become incident covered thanks to the adoption of
standard cybersecurity tools. This undoubtedly increases the resilience of the system to attacks, even if
the operators are not experts, increasing the goal price of Loadsensing hardware and hopefully the
market penetration.

On the other hand, the SMESEC framework also paves the way towards the deployment of a robust
Public Warning System (PWS) capable of discerning between OT and IT alarms and events. This is a
crucial differentiating factor in the loT business if Worldsensing aims to offer a reliable business
intelligence service for infrastructure monitoring. Helping the system administrator to validate between
true and false positives linked to the health of critical infrastructures is crucial to provide an optimal
service, which presumably will reach the market in the form of a SaaS.
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Annexes

The Loadsensing instance for the pilot has been hardened and stabilized from M18 to M24. The
Worldsensing data platform (OneMind) is now ready to incorporate some of the SMESEC
functionalities once the project is over.

(Left) General view of Patras with the sensors displayed at the stadium. (Right) Analytics dashboard
with KPIs on data acquisition (real time)

Structural data acquisition at the Pilot I11: (a) Left: sensors layout in the stadium infrastructure. (b)
Right: displayed data of Loadsensing tiltmeters

Alarm panel: (a) Left: Business Rules configurator, (b) Right: Response Plan configurator
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[END OF THE DOCUMENT]
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